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Location: To share or not share?
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Location obfuscation

Users get privacy while sacrificing some utility

Real

Obfuscated .
location

Location

Utility Metric: Quality Loss

| want to find an ice cream
! place without revealing my

\7 n<‘ real Iocationv. - a | v a
Qv |distance (9, v )—distance (V,7)]|
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The dlfference is quantified by €
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[1] Andrés, Miguel E., et al. "Geo-indistinguishability: Differential privacy for location-based systems (2013) ’
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Problem Formulation

Zy 1 The probability of reporting location [ as the
obfuscated location given the real location k.

of
target locations while satisfying the Privacy
Criterion for each pair of locations.

Obfuscation matrix
generation

Area of Interest

Complexity: The number of constraints = O(K3)

Sample a set of discrete locations
over the area of interest: 1, 2, ..., K.



Location Obfuscation Workflow

Z1,1 Z1 K
Z = :
ZK 1 Zg K
Server
Obfuscation matrix Location-based
generation applications
Area of Interest

Broadcast the Report obfuscated Service
Obfuscation Matrix location Provisioning

- - 9 Real location Z > 9 Obfuscated location

Qiu et. al (2020), Shokri et.al. (2012), Wang et.al. (2017)



Location Obfuscation Workflow

Problem #1: Customization not

Z11 Z1,K
Z = : supported
K1 “K K Users cannot state their preferences for range
Server of locations used for reporting.
Obfuscation matrix Location-based
generation applications
A}*ea of Interest

Broadcast the Report obfuscated Service
Obfuscation Matrix location Provisioning

: Z :
- - 9 Real location » 9 Obfuscated location Users could be mapped to undesirable
locations leading to poor quality of service

Qiu et. al (2020), Shokri et.al. (2012), Wang et.al. (2017) 6



Location Obfuscation Workflow

Problem #2: Lack of Robustness

Z1,1 Z1,K
Z = E If a user modifies the range of locations used
Zg 1 Zg K for reporting, it leads to violating the privacy
guarantees of Geo-Indistinguishability.
Server
Obfuscation matrix Location-based Disti il
generation applications Istinguls
) between real
rea of Interest )
. location and
Broadcast the Report obfuscated Service :
Users Obfuscation Matrix location Provisioning reported location '
© o o i Z i @
- o o Real location < 9 Obfuscated location

Prior P

osterior
distribution distribution
Qiu et. al (2020), Shokri et.al. (2012), Wang et.al. (2017) 7




Prior works

Optimal Geo-Indistinguishability

[Qiu et al. CIKM’2020,
Shokri et al. CCS 2012, ....]

Scalability focused

[Ahuja et al. EDBT’19]

Customization not supported

Reduced privacy due to compositionality | Customization not supported

Customizing Indistinguishability Policy-based

[He et al., SIGMOD’14] [Cao et al., ESORICS'20]

Only works for statistical queries | Supports only category-based customization

None of the prior works have proposed a general model for user
customizable and robust location obfuscation



Our framework

CORGI: Customizable Robust Geo-Indistinguishability

e Allow users to customize obfuscation matrices
e Ensure robustness of matrix after customization
* Improve efficiency of the workflow using optimization techniques



CORGI framework
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CORGI framework

User Customization Policy

Server
D % * Privacy _level: the maximum range of
.§§ @ Location-based locations used for reporting (subtree)
IS applications e.g., Privacy level =3
Locarion Tree * Precision level: granularity of location
® sharing (height of the tree)
User e.g., Precision_level =0
- - * User Preferences: Specific locations to

Customization
Policies

be removed from being reported (nodes
to be pruned from the tree)

e.g., location = home, driving_distance > 5 miles
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CORGI framework

Customization Parameters

Server
@ Q e Server and the communication channel
Qe Location-based | 5ra yntrusted
d(\) (5&) applications
Location Tree e Customization Policies are sensitive and
o cannot be shared directly with the server
Customizati .
User ‘ ;‘Zriﬂiir'?" * On the user side, CORGI evaluates the
° ©) T User Preferences and only shares the
ah . .
Customization maximum number of locations (&) that

Policies could be removed
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CORGI framework

Z11 " 241k
Z = : :
Zq zK,J Generating the obfuscation matrix

Server

D * d-prunable obfuscation matrix = if after
& | Obfuscation matrix Location-based | removal of & locations, the reported

PPN generation applications location still satisfies the Geo-Ind
condition

Location Tree @T
® * On the server side, CORGI adjusts the
LCustomization | nriviaryvy matriec hya Aafnrmining reserved

Customiz PI‘(X :9| Y :9) <|e€ —6(9,9) distance 99 H(Q) gTObIE? to i
Policic PI‘(X :9| Y :9) — ]'[(9) dble OPTUSCation
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CORGI framework

Customizing the matrix

Server
Q .
[ ]
5 @ §§§ Obfuscation matrix o Removing rows and co!umns
NN generation oo e corresponding to locations that do not
applications .
3640 satisfy User Preferences
Location Tree @ @
@ T l T @l Service N Y o N Vi Vi V%
‘ Customization Matrix Provisioning oot node) /O\
User parameters customization | (§) Report B
P Q T ® l obfuscated | -2 Pruning
- Customization 9 Customized L o e
Policies Real |Ocati0n matrix Level 0__é_é\z..é..b.{é.b..é..b._ Olﬂliginizzﬁiscaltion Pruneinzlz:litcation
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Experimental Setup

* Dataset: Gowalla dataset [1] containing user check-ins at location
* Location Tree generated using H3 library*

* Prior Probability computed by counting # check-ins per location

e Baseline: Non-robust approach for matrix generation [2, 3, 4]

Source code available on GitHub %

[1] Cho et. al (2011)
[2] Qiu et. al (2020), [3] Shokri et.al. (2012), [4] Wang et.al. (2017) *https://h3geo.org/ 15




Experimental Results

Utility impact

=0
) =1
4 [y =2
3 ) =3

Quality Loss (in kms)

15 16 17 18 19
Privacy Parameter (€)

Quality loss decreases as higher €
implies weaker constraint/privacy
Quality loss increases as higher 6
introduces higher privacy budget

Privacy impact

- I non-robust Withdé =3 -
ERCORGI

% of Privacy Violations

1 2 3 4 5 6 7 8 9 10
Number of locations removed

Number of violations in baseline is
~6X compared to CORGI.

16



IELGENENR

4 Utility

User Customization leads to weakening
privacy guarantees of obfuscation functions

CORGI supports customization of location
obfuscation functions while preserving their
Geo-Ind guarantees

Future work: 1) enable user customization with Customizability Privacy
improved utility; 2) support sharing of

trajectories
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