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Motivation

Source code and full paper 

available on GitHub

CORGI: An interactive framework for Customizable and 

Robust Location Obfuscation
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1. Customization not supported

2. Lack of Robustness

Qiu et. al (2020), Shokri et.al. (2012), Wang et.al. (2017)
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Quality loss decreases as higher 𝝐
implies weaker constraint

Quality loss increases as higher 𝜹
introduces higher privacy budget
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With 𝜹 = 𝟑

Number of violations in baseline is

~6X compared to CORGI.

1. Allow users to customize obfuscation functions

2. Ensure robustness of functions after customization

3. Improve efficiency of location obfuscation workflow

CORGI Workflow
Server

User

1. The server generates a spatial index/location

tree for an area of interest

2. The location tree is shared with users, and

they use it to specify their preferences

3. CORGI evaluates the preferences on the

user side to derive the customization

parameters and share it with the server

4. The server uses the customization

parameters to determine the privacy budget

and generate the robust obfuscation matrix

5. Users receive the obfuscation matrix and

customize it based on their preferences

6. The customized obfuscation matrix is

utilized to determine the user’s obfuscated

location, to be shared with location-based

applications
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Conclusions & Future Work

• Dataset: Gowalla which contains real-life

user check-ins in different locations

• Location Tree: generated using H3 library

• Baseline: non-robust approaches by prior

works

• User Customization leads to weakening

privacy guarantees of location obfuscation

• CORGI enables robust customization of

obfuscation functions

• In future, support user customization with

improved utility and sharing of trajectories

Andrés, Miguel E., et al (2013)

Geo-Indistinguishability based Location

Obfuscation
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